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SWITCH TO 360-DEGREE VISION NOW

Stormshield Visibility Center

SECURITY MONITORING TOOL

NETWORK SECURITY |  ENDPOINT SECURITY | DATA SECURITY



STORMSHIELD

VISIBILITY CENTER

SWITCH TO 360-DEGREE VISION NOW

Monitoring can only be effective when it covers all facets of your
information system - networks, endpoints, servers, data - nothing should
ever be able to slip into a blind spot.

Stormshield Visibility Center is a turnkey solution that offers a unified
presentation of security events originating from all of our product ranges.
What you get is an overview of how secure your infrastructure and data
are.

INTUITIVE AND CUSTOMIZABLE

Analyzing security events is a complex and time-consuming task.
The intuitive visualizations you will find in Stormshield Visibility
Center enable you to quickly identify significant events and security
incidents.

Sort and filter functions guarantee optimized search capabilities: it is
extremely easy to focus on a specific period or a particular event in
order to obtain the information you seek.

Moreover, the numerous dashboards available ensure that you
maintain control over your entire infrastructure. You will therefore
be able to track the evolution of your environment’s reputation®,
geolocate the source of threats (viruses, spam and attacks), or even
identify vulnerable appliances.

Stormshield Visibility Center also lets you customize your dashboards,
and create or adapt visualizations in order to offer a solution that
keeps adapting to your needs.

*Thanks to reputation features available with SNS version 3

STORMSHIELD VISIBILITY CENTER
A COLLABORATIVE PROJECT

The evolution of Stormshield Visibility Center takes on a collaborative
approach. We encourage you to take partin this project and help shape
this new product, by combining development efforts with feedback
drawn from your experience.

Through our exchange platform, learn from tutorials and previews,
and stay informed when new features are released.

Play a decisive part in the project by sharing your comments and
suggestions for improvement. To contact us, get in touch with your
ales or pre-sales representative.

Stormshield |
0, Visibility Center

SECURITY MONITORING TOOL

Benefits
e Comprehensive monitoring of your
information system
® Intuitive dashboards
e Customizable features

e Enhanced security thanks to
MLCS




MOVE YOUR SECURITY FORWARD
WITH MULTI-LAYER COLLABORATIVE SECURITY

Faced with modern threats that effortlessly bypass conventional
protection systems, Stormshield offers «Multi-layer Collaborative
Security», an approach that relies on the active collaboration of the
security engines on our various solutions.

Stormshield Visibility Center wholly embraces this approach. By
capitalizing on the unified visualizations reflecting information reported
by our various products (SNS, SES and SDS], the level of your security
can only go up

What is Multi-layer
Collaborative Security?

In line with our vision of multi-layer
collaborative  security, we develop
solutions that collaborate with one
another in real time.

Our solutions allow organizations
seeking to improve the protection of their
assets to dynamically raise the level of
security where it is needed.

Stormshield  solutions  automatically
strengthen security levels based on
the real-time correlational analysis of
indicators of compromise at the lowest
cost.

HOW STORMSHIELD VISIBILITY CENTER WORKS
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ollection of events via syslog (tcp, udp)

ecure collection via syslog-tls
e Storage in ELK database
e Log rotation and archiving

DASHBOARDS
e MLCS view
e SNSviews
e SESviews
 SDS Enterprise views
e SDS For Cloud & Mobility views
e Web Cloud views

MAIN VISUALIZATION THEMES
* Network activity (protocols, volume)
e User activity (web, mail, applications)

e |dentification and geolocation of threats (viruses,
alarms, malware, spam)

* Vulnerabilities
e Environment reputation tracking
e File encryption activity

GRAPHICAL INTERFACE
* Intuitive dashboards
e Simplified data sorting and filtering
e Customization of existing dashboards
e Creation of visualizations

EATURES _ T

ADMINISTRATION
e Configurator
e SVC technical monitoring view

e Demo mode

PACKAGING
e Virtual application

e Upgrade packages (0S + SVC application), including
developments and bug fixes

COMPATIBILITY
Hypervisors:
* VMWare ESXi 5.5 and 6
e VMWare Workstation 12
e Microsoft HyperV for Windows Server 2008 R2 and
2012 R2

Stormshield products:

Product Minimum versions
SNS 2.0.0
SDS Enterprise 9.0.0
SDS for Cloud & Mobility 1.2
SES 6.0
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